GPS is used widely to determine the location of objects across the world. Getting an accurate position is a must, however, jamming signals can adversely affect the precision of received GPS signals. Thus, countermeasures are required to detect such attacks. In this paper, a new GPS jamming detection scheme is proposed to explore real-world GPS jamming incidents on air traffic data. The approach utilizes and investigates on the Automatic Dependent Surveillance-Broadcast (ADS-B) data from OpenSky receivers to detect the jamming attacks. To our knowledge, this work is the first to address GPS jamming detection based on ADS-B quality metrics. The core idea behind this scheme is based on observing the distribution of received data from aircraft under normal situation and use it later to check if there is a jamming attack. More precisely, we consider the Navigation Accuracy Category for position (NACp) parameter, whose value ranges from 0 to 15 and is indicative of the aircraft's Estimated Position Uncertainty (EPU), as a basis to build the distribution of normal traffic across all NACp categories. In addition, we build the distribution of NaNs values of received location from aircraft for all covered OpenSky receivers at a specific location. Lastly, the distribution for each aircraft at this location is also observed and analyzed. After that, we evaluate the proposed approach by using real incidents to check its effectiveness.
Introduction
Automatic Dependent Surveillance-Broadcast (ADS-B) is considered consequential in modern aviation. It is an important part of the Next Generation Air Transportation that will be mandatory for all aircraft in Europe and U.S.A. by 2020 according to FAA. The main benefits of ADS-B are easily noticeable. First, it dramatically improves the situational awareness and control of the pilots, since they have access to real-time traffic information. Second, the aircraft determine their position and the position of others without relying on external mechanisms and procedures. Finally, it provides a solid coordinates resolution which will lead to air-traffic optimizations in terms of use.
In ADS-B each aircraft obtains its coordinates from the global navigation satellites. Then, by using the ADS-B avionics transmits the ADS-B messages to the ground-based receivers over the 1090MHz band. These messages contain important information related to the aircraft; coordinates, velocity, a unique identifier (ICAO) and other ATC related data, which will be assessed by the ADS-B sensors on the ground. However, these messages are broadcasted unencrypted and unsigned through the airspace, giving the change to possible attackers to exploit their weaknesses. As a matter of fact, multifarious attacks exist against ADS-B. For instance, eavesdropping, spoofing attacks, message modifications attacks, message injection attacks and jamming attacks are discussed extensively in the literature. The attacker's main objective is to cause confusion or damage to the aircraft and to the ground-based systems.
In this paper, we focus on ADS-B jamming attacks discussing how these attacks can be detected on the application layer. Traditional (reactive) jamming detection methodologies in the literature rely on evaluations of the Packet Delivery Ratio PDR [42] . On the other hand, we present numerous GPS jamming detection schemes to explore real-world GPS jamming incidents on air traffic data. All approaches discussed are based on using ADS-B [33] data from OpenSky [44] receivers. More specifically, one of the approaches is to analyse the distribution of the NACp indicator over a long observation period to uncover patterns within the normalized instantaneous count of messages with either 'good' or 'bad' NACp received by each sensor. To our knowledge this work is the first to investigate GPS jamming detection based on ADS-B quality metrics. The other proposed approach is also to analyse the patterns of the NULL values in ADS-B, sent by the aircraft. Of course, the above metrics can be combined taking into consideration all the sensors' results to bolster our accuracy.
Therefore, in this work we make the following contributions:
• First, we gather all available real GPS jamming incidents from several blogs/reports/news from past years, and we order them in a table with some related information. • Then, we propose an approach to detect GPS jamming attacks in aviation network using the navigation accuracy information by observing the pattern of such information. Also, we show how OpenSky network data can be used as a tool to figure such type of attacks. • Lastly, we propose another approach to detect such attacks by analyzing the pattern of NULL values in OpenSky data for each senor on ground.
Problem Statement
Jamming GPS signals is a Denial-of-Service (DoS) type attack and can cause erroneous navigation system information, which may result in aircraft being grounded, delayed or misled. The jamming incident at the Nantes Atlantique airport two years ago was no exception to this [18] . If aircraft are affected during a flight, these errors can build up quickly and as a consequence, they will affect the performance of the system and even its safety. The fact that there is a wide variety of jamming attacks that can utilized by an attacker to damage the communications necessitates a robust detection scheme which will take into account different metrics/features of the traffic and analyse them.
We address this problem of GPS jamming event detection from a single or multiple static and/or moving sources based on ADS-B-Out messages received by ground sensors. As mentioned previously, we focus on the application layer characteristics to solve the problem. Specifically, we try to determine suspicious ADS-B traffic for each aircraft based on their history of transmissions. These transmissions indeed create a pattern that can be investigated, therefore any newly received transmission that deviates from normal can be rendered suspicious. The application layer metrics that we use to unearth potential anomalies are the frequency of NACp values and NULL values. We can determine jamming attacks using the distributions of these two metrics and comparing them with the received frequency values. In our work, we comply with OpenSky's ADS-B message structure and dataset. Table 1 lists the main blocks from each message that we used.
Data field Meaning icao24
Aircraft identification number assigned by the International Civil Aviation Organization (unique ID for each aircraft) lat,lon,alt Aircraft location at the time when the ADS-B message is transmitted in terms of latitude, longitude, and altitude NACp
Value ranges from 0 to 15 and is representative of the real-time GPS location accuracy, where 0 is the least accurate one serials
The database allows to obtain sensor information by an inner join with the serials field in this table, thus combining all sensors that received a message Table 1 : ADS-B data used from the OpenSky database.
Each aircraft obtains its location from navigation satellite systems (GPS) and broadcasts messages periodically to ATC stations on ground and to other surrounding aircraft to provide better location awareness and self-separation [43] . ADS-B messages contain information about the broadcasting aircraft as well as its navigation quality metrics. Since the ADS-B protocol is encapsulated in Mode-S frames, it uses pulse-position modulation (PPM) and the replies/broadcasts are encoded by a certain number of pulses, each pulse being 1 µs long. Each message contains a 8 µs preamble for synchronization purposes and a short 56-bit or a extended 112-bit data block.
OpenSky
OpenSky is a non-profit association and network of receivers launched in 2012 [44] . It is a collaborative research project aiming to improve security, reliability, and efficiency of the air space usage by providing public access to real-world air traffic control data. The OpenSky network consists of a large number of connected sensors that are operated by volunteers, academic organizations, and industrial supporters; these sensors collect real-time traffic from ADS-B aircraft.
Threat Model
We consider an external ground-based attacker, who is able to use specialized hardware to disrupt ADS-B communications. The attacker's proximity to the sensors depends on the capabilities of his/her hardware. Consequently, we assume that his/her transmit power is sufficient to make the attack possible. This also means that the adversary is aware of the location of the sensors and the structure of the ground-based system. Low-cost SDRs, such as USRP family equipment, may of course be used if the attacker believes that they are suitable. Furthermore, we assume that the adversary has a full knowledge of the ADS-B system, network and its protocols. Finally, we speculate that the attacker is familiar with the following types of jamming attacks:
• Constant Jamming. The attacker selects a frequency band and transmits random values continuously without necessarily complying with the ADS-B protocol structure. This is a trivial attack without the need of ADS-B, but it is costly in terms of energy for the attacker. • Deceptive jamming. The attacker selects a frequency band and emits false ADS-B messages continuously to confuse the sensors. He/She uses legitimate messages instead of random values, so the detection of such signals is straightforward and requires further evaluation. • Adapting Jamming. The attacker can use either Constant or Deceptive jamming, determine the proper order of their use, implement energy-saving algorithms and choose when the jamming should stop and continue based on detection evasion. • Channel-hopping Jamming. The attacker is capable of jamming the target with random values or legitimate ADS-B messages by hopping between different channels and detecting multiple frequency bands. It may be used to counter Frequency Hopping Spread Spectrum (FHSS). • Smart jamming. The use of multiple jamming devices (more than one) and their coordination to inflict damage is considered. Of course, the jamming devices may hop to different channels and use energy-saving algorithms. The main point of this kind of jammers is to achieve a considerable balance between effectiveness and cost.
The goal of the attacker is to abuse the GPS communications and cause confusions that may lead to dangerous situations.
Assumptions
To derive the proposed approaches we use the following assumptions:
• Aircraft send ADS-B messages from the beginning till the end of trip.
• All aircraft send GPS accuracy indication (NAC) values for each message.
• The locations of sensors on ground are fixed.
• There is no location spoofing attack while collecting the data for analysis and getting the patterns.
Real Incidents
In order to evaluate the effectiveness of the proposed approaches to detect GPS spoofing attacks, we need to make use of real GPS jamming incidents. Thus, we collected a large set of reports of real-world jamming attacks from several available reports, news, and blogs and organize them in Table 2 . We provide information about the location, date, interference period, number of recorded reports (frequency), and from where we got this information. As not all information is available for all incidents, we report the information we were able to find and leave the fields empty if we were not able to extract further information. Newark Airport [24] August 2013 44
List of incidents [27] 2017-2019 45
Worldwide Database [17] Any Time 4 Proposed Methodology
Approach-1: NAC Values Pattern
The jamming detection scheme we propose works by firstly specifying the coordinates of the area to be monitored for eventual incidents, then all sensors which cover this area are observed. After that, the received packets by these sensors are categorized and grouped based on NACp which is assigned to each packets. Finally, the distribution of NACp categories for the observed sensors are built and accordingly are analyzed over several time windows. Getting the pattern of such type of attack would be useful to detect jamming in the future by noticing the variation on this pattern.
Getting the Pattern:
Given a subnetwork of N ADS-B receivers. The monitoring time is subdivided into K observation windows of size w each. Let A = {0, . . . , 15} be the set of all possible NACp values and A s ⊂ A represent the subset of NACp values to be processed for spotting anomalous events that may be brought about by a jamming device, and let P list of aircraft on space and P s ⊂ P that sensor s th receives messages from. We define the following functional time series to track changes in NACp values under consideration.
where c ip (j) is the count of messages with NACp values falling in A s as received by the i th sensor for aircraft p th during the j th time window, and n ip (j) the number of messages collected by the same receiver and for the same aircraft during the same time frame. Each of the K time series {m ip (j)} 1≤j≤K is then obtained to define distribution/pattern of each sensor to use them later for anomaly detection. Equation 2 computes the mean µ for each sensor for each aircraft across all K time windows, and then use it to get the pattern of this sensor against this aircraft in equation 3.
where c ip (j): the count of messages with NACp values falling in A s as received by the i th sensor for aircraft p th during the j th time window n ip (j): the number of messages collected by the same receiver and for the same aircraft during the same time frame.
Each of the K time series {m ip (j)} 1≤j≤K is then obtained to define distribution/pattern of each sensor to use them later for anomaly detection.
Anomaly Detection:
Assume there is a jamming attack in the given subnetwork. Also, the N receivers receive a set of ADS-B message from aircraft a within w time window. The NACp value of these messages are observed and then the distribution of the received messages are compared with the observed one from equation 3. The distribution is formed based on equations 1 and 2. Each sensor i will calculate how much does the received value deviate D i from the distribution using equation 4. More specifically, we evaluate how the received ratio differs from each window of the distribution. Then, given a threshold, we can finally conclude if the value is indeed normal (H i = 0) for the distribution or not (H i = 1) as defined in 5
where m ipj represents each value in the distribution and m a the received calculated ratio using equation 1. The greater the value of D i (closer to 1), the greater the deviation meaning that this specific value is probably unusual for the distribution. Otherwise, if it is closer to zero, it means that the received value is probably usual for this distribution.
If more than one sensors receive the message then the cross match will be applied for all of these sensors to get more precise results. Ideally, if there are more aircraft affected by the jamming attack this means the probability to catch such attack is getting increase, i.e more upnormal distribution are observed by several sensors and aircraft, hence this gives an indication for jamming incident.
To achieve an accurate result we have to set the threshold appropriately. Each sensor will have each own threshold since their distribution is different. We can determine the threshold by practically executing experiments and assessing the data. In addition, by increasing the window size and consequently reducing the number of windows, we can minimize possible inaccuracies. Again, the number of windows can be determined by the data.
Approach-2: NaN/NULL Values Pattern
Getting the Pattern:
Given a subnetwork of N ADS-B receivers. The monitoring time is subdivided into K observation windows of size w each, exactly like the NACp values in the previous section.
We define the following functional time series to track the NULL values in ADS-B messages.
where c i (j) is the count of messages with NULL values as received by the i th sensor during the j th time window, and n i (j) the number of messages collected by the same receiver during the same time frame. Each of the K time series {m i (j)} 1≤j≤K of NULL values is then obtained to define distribution/pattern of each sensor as we did for NAC values to use them later for anomaly detection. Equation 7 computes the mean µ for each sensor for each aircraft across all K time windows, and then use it to get the pattern of NULL values of this sensor against in equation 3.
Anomaly Detection:
The process of anomaly detection is identical with the anomaly detection in NACp values. For each sensor i, we have the distribution of the NaN/NULL values based on 7 and 8 accordingly and we measure the received ratio based on equation 6. Then, the level of deviation is calculated using 9. Finally, given a specific threshold we can infer if the received ratio is usual or unusual for the distribution with equation 10. It has to be mentioned that u a represents each value in the distribution and u ij represents the received calculated ratio of the NaN values (from 6). Of course, the measurements of the sensors may be fused again together to give a more accurate prediction.
Experiments and Findings
In order to detect jamming occurrences near the Nantes Atlantique airport during the month of April 2017, we examine the ADS-B traffic from a subnetwork of N = 64 ground ADS-B receivers deployed around the airport and all covering the geographic coordinates 46.6 to 47.6 latitude and -2.1 to -1.1 longitude. We then build the distribution of NACp categories as recorded by individual sensors in order to analyse their variation under the effect of real jamming incidents.
For assessing the detection performance of our proposed scheme we choose observation windows of size w = 1 hour. The response of the jamming detector for different time frame sizes will be examined subsequently.
First Findings
The m ij follow a half-normal distribution with mean µ = 0.04, standard deviation σ = 0.05, lower and upper quartile values Q 1 = 0.01 and Q 3 = 0.06 respectively as shown in Figure 1 . The inter quartile range is IQR = 0.06 − 0.01 = 0.05 and the upper outlier limit Q 3 + 1.5 × IQR = 0.135. These outliers values potentially represent actual GPS jamming incidents degrading ADS-B quality metrics.
Although this computed cut-off limit can readily be used for jamming detection, another possibility for classifying a given event or a change point in the time series shown in Figure 2 as jamming attack may be based on a threshold computed through training after which a low detector's equal error rate has been reached. 
Testing Limitations
Evaluating the proposed approaches faces a couple of limitation which make the evaluation process in an experimental way not fruitful.
• The information of some of the observed incidents in table 2 is not sufficient enough to limit the actual location/time of such incidents. We are looking for an accurate reports for these incidents to make sure the proposed approaches are applicable. • The NAC value of ADS-B message is not recorded for each received messages which makes the evaluation process impossible with such low level of data. • Taking into account the low level of data, as previously mentioned, it is remarkably difficult to further enhance our accuracy by using machine learning or other more advanced mathematical techniques. For instance, the aforementioned approaches combined appropriately with deep learning may yield significant results.
Related Works
Researchers have realized the weaknesses of ADS-B and tried to provide solutions or defense mechanism assessments concerning the ADS-B jamming attacks in order to possibly reduce their severity or detect and suppress them. A research study [36] shows the impact of the jamming attacks through multiple experiments and propose signal separation methods as a potential solution. [39] and [38] provide a comprehensive understanding of ADS-B threats, solid risk assessment and defense in depth mechanisms, however there is no decisive solution for ADS-B jamming. In addition, [34] includes many details about ADS-B threats but again with no focus on jamming. [41] discusses multifarious ADS-B exploits and possible solutions. It states that wireless jamming is indeed hard to eliminate but it can be scaled down by degrading ADS-B based coverage to secondary surveillance radar based coverage. Moreover, other proposals work on the physical layer too harvesting the features of the receivers [37] and the cross-antenna array [45] . On the other hand, Habler et al. [35] tries to detect anomalies in ADS-B message using LSTM, but the work chiefly focuses on spoofing. Finally, [40] elaborates on the integrity of ADS-B IN messages and studies the disruptions of ADS-B communications due to jamming.
Conclusion
In this work, the issue of real-world GPS jamming detection from avionics datasets is addressed. We proposed a scheme where each sensor is able to determine possible jamming attacks relying on the distribution of its received data in a specific time period. The preliminary results are promising and further experiments need to be carried out utilizing also more advanced statistical techniques combined with the suggested metrics. By eliminating the aforementioned limitations in the future, we are confident that we can produce considerable results on identifying jamming attacks based on ADS-B's application layer.
